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Online Training: 

Malware Reverse Engineering by 

Development 

 

Date of the Online Training: June 27-28, 2022  

Book now using the voucher code: TR22_HMTRAINING and save an additional 5% of 

the current valid rate of any package! 

Overview 

During the course of this class, learners will have the opportunity to gain the following 

skills, if they choose to participate fully: 

1. Using Microsoft Windows 11 Developer VM (free) and Visual Studio 2022 (free), 

write and compile a very simple DLL file for Windows in C that writes content to 

a file on disk. 

2. Run DLL files from the command line using rundll32. 

3. Using IDA Free 7, perform static code analysis of a very simple DLL file and 

explain its purpose. 

4. Using x32dbg, set breakpoints and step through running the instructions of a 

simple DLL file via rundll32. 

5. Create a Microsoft 365 Developer Tenant (free) for testing MSTeams, etc. 

6. Use vcpkg to install static libraries for Libcurl and cJSON in VisualStudio 2022. 

7. Modify the C code of a simple DLL project to send a simple message through 

Microsoft Teams via a webhook URL. 

8. Using IDAFree and x32dbg, analyze the new version of the DLL and find the 

instructions responsible for network connections. 
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9. Using C source code provided by the instructor, modify the DLL project to be a 

typical Remote Access Trojan (RAT) capable of running commands, listing files 

and processes, and reporting the output to a Command-and-Control server. 

10. Modify the DLL to allow execution using rundll32, regsvr32, and msiexec. 

11. Using IDA Free and x32dbg, analyze the relevant portions of the RAT to identify 

the main command loop, commands recognized, network connections, and 

behavior-based indications of compromise that could be used by threat hunters 

and security engineers. 

12. Write a tactical malware analysis report, focusing on actionable details.  

13. Provide constructive feedback to another student about their malware analysis 

report. 

14. Analyze another student’s version of the DLL with a few minor modifications 

and identify the relevant changes in functionality added by the other student.  

15. Using strings and FLOSS, extract strings from a compiled executable file.  

16. Using Python and C source code provided by the instructor, modify the DLL file 

to XOR encode some of the strings in the DLL project. 

17. Using IDA Free, analyze the XOR decoding function in another student’s DLL to 

find the key bytes and decode the encoded strings. 

18. Using C code provided by the instructor, modify the DLL project to detect when 

it is being run in a virtual machine or debugger, causing the DLL to modify its 

behavior when analyzed. 

19. Using IDA Free and x32dbg, recognize the anti-analysis code in the DLL and 

patch the instructions to bypass the protections and analyze it anyway. 

 

Bonus Learning Objectives (if time permits): 

20. Modify the DLL to load Windows API functions dynamically using hashed DLL 

and API function names. 

21. Using IDA Free, recognize the API hashing/loading code and reverse-engineer 

the hashing function to find the libraries that the malware loads. 

22. Learn to use Ghidra as an alternative to IDA. 

23. Modify the DLL to inject code into another process and analyze the result.  

24. Implement rc4 encryption and recognize the algorithm in assembly.  
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25. Implement a simple packer/crypter that contains an RC4-encrypted copy of the 

RAT DLL payload as a resource file, extracts and decrypts it, saves the DLL to 

disk and executes it with rundll32. 

26. Modify the packer/crypter to execute the unpacked DLL from memory instead 

of writing it to disk. 

27. Use Hasherezade’s PE-seive to dump payloads from memory and analyze with 

IDA or Ghida. 

28. Write a PowerShell script that uses Reflective DLL injection to download and 

execute the DLL payload from memory. 

29. Write a Visual Basic for Applications (VBA) macro in a Microsoft Word document 

that will execute a PowerShell script. 

30. Analyze another student’s PowerShell & VBA loader and obtain the final payload 

for analysis. 

31. Write an advanced malware analysis report and provide constructive feedback. 

Who should attend this training? 

We’ve designed this training to make RE more accessible and approachable by anyone 

with a desire to learn. Those who have some programming experience will get the most 

out of the class, but we will accept anyone with enthusiasm. 

Requirements 

The attendees should have: 

 

• Laptop with Win 11 Developer VM set up (free download from Microsoft) and 

C++ components installed before class start 

• Familiarity with Windows programming with C is helpful 

 

Randy will have an optional online session for an hour a week before the training starts 

to make sure everyone has the setup and answer questions. 



    
Make the world a safer place.   

ERNW Enno Rey Netzwerke GmbH Tel. +49 – 6221 – 48 03 90 Managing Director: 

George-Boole-Weg 4 Fax +49 – 6221 – 41 90 08 Florian Grunow 

69124 Heidelberg VAT-ID: DE813376919 Michael Schaefer 

BIC: GENODE61WNM IBAN: DE40670923000033145934  

 

 

About the Trainers: 

Randy works with an awesome team of Threat Hunters and researchers at Binary 

Defense to protect corporate networks from harm and make the world a safer place. 

Randy enjoys sharing knowledge with others and believes that everyone who wants to 

can learn malware analysis skills. 

Joshua Galloway is a security researcher passionate about malware reverse 

engineering. They have worked a range of roles in the cybersecurity for the past six 

years, and first finished the Flare On reverse engineering CTF in 2020. They were able to 

finish Flare On twice as quickly in 2021. When they are not researching the latest 

developments in malware, they spend time on language learning and researching a 

broad range of interests outside of security. 

Booking 

Recommended online booking of trainings through: 

https://troopers.de/tickets/ 

 

Voucher code: TR22_HMTRAINING 

Using this voucher code automatically gives you an additional 5% off the current valid 

price! You can register with this code until seats have run out. 

Contact 

Need assistance? Don’t hesitate to call us. We are fluent in English and German. 

+49 6221 480390 or info@troopers.de 

 

Booking is also possible offline through your trusted partner: 

 

HM Training Solutions, Falkenstrasse 6, 63820 Elsenfeld, Germany 

+49 6022 508200 / info@hmtrainingsolutions.com 

+49 6022 5089999 / www.hmtrainingsolutions.com 
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